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E-Safety Safeguarding and Acceptable User Policy  
Policy 
Digital technology has become an important part of everyday life and offers exciting opportunities. However, the increasing number of cases where workplace practise has highlighted inappropriate use of technology, grooming behaviour and an inability to challenge colleagues has demonstrated the need for clear practise guidance for staff around safer working practices. 
This policy sets out about keeping your personal life and professional life separate, and keeping yourself safe when using digital media. 
Staff need to have this guidance when deciding who and when to use social media, and the possibility of any consequences of its mis-use. 
Please understand: What you need to do And what not to do 
What You Need To Do: 
Set you privacy settings for any social networking site to ensure only the people you want to have sight/access to its contents. Keep these updated. The default settings for most social networking sites are set to open access where anyone can see everything 
Ensure your mobile phone is password/PIN protected. This will ensure that other people can’t use your equipment and get you into trouble Consider having separate personal and professional online identities Make sure that all the information about you that is publicly available is accurate and appropriate – think about any pictures you have posted and are they appropriate for parents to see. If you don’t want it to be public – don’t put it online 

Remember that online conversations may be referred to as ‘chat’ but they are written documents and should always be treated as such. Be mindful about how you present yourself when you are publishing information about yourself or having conversations ‘on-line’ 
Be aware that the mis-use of digital equipment can lead to consequences. Breach of the policy can result in disciplinary actions being taken against you, and a possibility of prosecution from the police
Remember that once you have posted something online it is publicly available. Other people may choose to copy this. 
Switch off any Bluetooth capability. Bluetooth allows another person to have access to your equipment – they can pretend to be you. 
Do Not 
Give your personal information to anyone, including children and parents. This includes personal mobile phone numbers, social networking accounts, personal websites, blogs, passwords and PIN numbers
Use the internet or web-based communication to send personal messages Be very aware that accepting parents as ‘friends’ on social media is inviting them in to take a look at your personal life 
Use your own camera or any other personal digital device for any purpose other than private use 







Responsibilities 
Our Senior Designated Officer for Safeguarding (SDO) is to be responsible for online safety, and will manage the implementation of this Policy. 
Our Senior Designated Officer for Safeguarding is Mrs Marzena Zylka and she will ensure:
• Day to day responsibility for online safety issues and as such will have a leading role in implementing, monitoring and reviewing the Internet Policy. 
31 • All ICT users are to be made aware of the procedures that must be followed should a potentially unsafe or inappropriate online incident take place. 
• Receipt, recording, monitoring and filing of reports should a potentially unsafe or inappropriate online incident occur. This must include the creation of an incident log to be used to inform future online safety practice. 
• All necessary actions will be taken to minimise the risk of any identified unsafe or inappropriate online incidents reoccurring. 
• Regular meetings are to take place between the Staff to discuss current issues, review incident reports and filtering/change control logs. 
• Effective training and online safety advice is to be delivered and available to our Staff. This should include advisory support to children, young people, parents and carers as necessary. 
• Timely liaison, where appropriate, with other agencies in respect of current online safety practices and the reporting and management of significant incidents. 
How will filtering be managed? 
· The designated senior member of staff (Marzena Zylka) will manage the permitting and banning of additional web sites identified by Happy Kids. 
· Senior practitioners will ensure that regular checks are made to ensure that the filtering methods selected are appropriate, effective and reasonable. 
· Any material that the setting or organisation believes is illegal must be referred to the Internet Watch Foundation (http://www.iwf.org.uk ) 

How will the risks be assessed? 
· In common with other media such as magazines, books and DVDs, some material available via the Internet is unsuitable for children and young people. Happy Kids will take all reasonable precautions to ensure that users access only appropriate material. However, due to the international scale and linked nature of internet content, it is not possible to guarantee that unsuitable material will never appear on a computer. Happy Kids cannot accept liability for the material accessed, or any consequences of internet access but will uphold high standards to try to prevent it. 
· If a child or young person accidentally accesses inappropriate material, it must be reported to an adult immediately. Appropriate action should be taken to hide or minimise the window. The computer should not be switched off, nor the page closed, in order to allow investigations to take place. All such incidents must be reported to the Senior Designated Person for Safeguarding; who must ensure a report of the incident is made and that any further actions deemed necessary are taken. 
· The use of computer systems without permission or for inappropriate purposes could constitute a criminal offence under the Computer Misuse Act 1990 
· The e-safety lead for Happy Kids will have an awareness of current e-safety advice and will embed this within the work with children and young people
· The senior practitioners for Happy Kids will ensure that the Internet policy is implemented and compliance with the policy monitored. 
Managing e-mail 
· Happy Kids will promote safe use of e-communications to other practitioners, professionals, parents/carers, children and young people 
· Children and young people should immediately report to an adult if they receive offensive e-mails 
· Children and young people should not reveal any details of themselves to people they do not know, such as an address or telephone number, or arrange to meet anyone 
· Younger children will not be provided with individual accounts for email. Any children who wish to set up an account whilst in our care will require written consent from their parent/carer 
· Young people should use email in an acceptable way. Sending images without consent, messages that cause distress and harassment to others are considered significant breaches of appropriate conduct and may be classed as bullying 
· E-mails sent to an external organisation should be written carefully and authorised before
Procedures 
· The computer system is owned by Happy Kids Education and has appropriate software to ensure safe internet use. 
· We reserve the right to examine or delete any files that may be held on its system or to monitor any internet sites visited. 
· Activity that is found to be unsuitable or that attacks or corrupts other systems is forbidden by Happy Kids. 
· Users are responsible for all e-mails sent and for contacts made that may result in e-mails being received. 
· Use for gambling is forbidden. 
· Copyright of materials must be respected. 
· Use of the computer system to access inappropriate materials such as pornographic, racist or offensive material is forbidden. 
· Work email accounts may only be accessed on the nursery laptop, unless written permission is given from the CIO. 
· No nursery e-mail account may be accessed via a phone or small handheld device, as this could put the nursery in jeopardy if the phone is lost or stolen. 
Rules for Responsible Internet Use 
Staff, Students and Volunteers: 
· All Internet activity should be deemed appropriate. 
· Other user’s files will not be accessed without their permission. 
· Computers will be used only for agreed reasons. 
· Computer discs/pen drives will not be used without prior permission from the DSL 
· Permission from the DSL will be requested before using the internet. This must be recorded. 
· E-mail correspondence will be directed only to people who have been approved and messages sent will be polite, correct and responsible. 
· Ensure all electronic communication with children, parents, carers, staff and others is compatible with your professional role and in line with the policies of the setting. 
· Do not put online any text, image, sound or video that could upset or offend anyone connected to your setting, member of the community or be incompatible with your professional role. 
· Only take images of children and/or staff for professional purposes, in accordance with setting policy. Ensure that the parent/carer of any child under 18 has given written consent. 
· Ensure that any images are represented only in a positive context and are removed from your websites when they expire. 
· Do not browse, download, upload or distribute any material that could be considered offensive, illegal or discriminatory. 
· Ensure that your online activity, both in work and outside, will not bring your organisation or professional role into disrepute. 
· Social networking sites should not be accessed via work computers or during work hours unless updating Happy Kids own Facebook site nor other social networking site. No other use should be deemed appropriate. This use will be monitored and recorded. 
· Computer files will be checked and the internet sites visited will be monitored. 
· All staff must adhere to the above. Any breach of these could result in disciplinary procedures and may result in the termination of their contract. 
Children: 
Introducing the policy to children and young people 
· Age appropriate rules and rights for Internet access will be posted in all areas where computers and tablets are used 
· Children and young people must be informed that Internet use is monitored (no child is left unsupervised with a tablet) 
· The teaching of e-safety will be part of the provision for all children and young people. It will include key messages that are age and maturity appropriate, such as keeping personal information safe, dealing with cyberbullying, knowing who to tell if there is inappropriate content/contact on-line. 
· The setting will work with the parents to ensure they are aware of internet use. 
· Children will use only age appropriate software in the setting 
· All internet activity should be deemed appropriate and closely monitored by all staff. 
· Personal details will not be shared over the internet. 
· Arrangements to meet others will not be made via the internet unless a parent/carer, in agreement with the Nursery Management, has given written permission to do so. 
· Any inappropriate materials sent to the computer must be reported to the manager. 
· The internet sites visited will be monitored. 
· We will gain written consent for internet use from the parents and display the rules for safe internet use at all times. 
Consulting with practitioners and their inclusion in the e-safety policy 
· All practitioners should be consulted about the contents of this policy to ensure that the use of the internet and mobile technologies supports their work with children and young people in a safe environment 
· The consequences for internet and mobile phone/PDA/technology misuse should be clear so that all adults are confident to apply this should the situation arise (e.g. supervised access, withdrawal of access) 
· The monitoring of internet use is a sensitive matter. Practitioners who operate monitoring procedures should be supervised by senior practitioners. 
· Practitioner development in safe and responsible internet use will be provided as required by the setting.
All staff must sign and follow the E-safety Agreement and if this is not adhered to then disciplinary action may be taken. 
How will complaints be handled? 
· Responsibility for handling incidents will be delegated to a senior practitioner Kira Rai 
· Any complaint about practitioner misuse must be referred to the senior manager for Happy Kids. This may include any allegations made outside of the setting. 
· Parents and children and young people will need to work in partnership with practitioners to resolve issues should they arise 
· There may be occasions when the police must be contacted. Early contact could be made to establish the legal position and discuss strategies. 


Sanctions available include: 
· Interview/counselling by a designated senior practitioner
· Informing parents or carers
· Removal of internet or computer access for an identified proportional amount of time Supervised access. 
· If a serious allegation is made against a staff member then Ofsted will be notified and procedures outlined in the ‘Safeguarding children and child protection’ policy will be followed. 
Legal framework 
▪ Every Child Matters
▪ Statutory Framework for the Early Years Foundation Stage ▪ Education act 1996, 2002 
Further guidance 
▪ Working together to safeguard children (2013) 
This policy was adopted by Happy Kids
On : 15/11/2021
This policy also takes into account the Social Media Policy. Issue Date: January 2022
Review Date April 2023
This policy will be reviewed sooner that the review date should any new information become available. 



You have a duty to report any Camera and Image, Mobile Phone or E-Safety 	
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